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Our Disaster Recovery Plan
Goes Enmethlng Like This...

ey




What Is a Disaster?
[
Three definim‘j ents:
Suddenrress

Unexpecte dnesd

IIL
iy By = "

Significant de uction and/a adverse
consequences to {he records &




n 5

*?Qflf-m atiort -\

Loss of nééc.led:j




 However, a god plan in place'will help
eliminate confusion and Speed recovel
efforts. '




First order of business after a
cigaster:

 Safety for ycf)fg' gelf.and your loved ones
* Implementatio Bur personal disaster
plan /i 0

o . _.' o
* Implementationjof a busirte




ARE YOU PREPARED?

1

What If you wefe Tgrced to evacuate your
home with Tittl¢ notide2 After days of
travel ﬁygl undreds-of miles
from home with only the'®

back. You haves

credit card or {fwo. @y
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Financial Loss

e Records prote nat you own by proving
your ownershifg or frelping you recover
oroper‘ty’t iS¢ ' 2 property is

nrotected a‘v deéds, Insurance records,-and

hank statementg, Records: 0 protect
your income dr \g_)ur ability to produce
iIncome.




Financial Loss

« Social security.fetords, payroll records,
leases, cont acE 'orce settlements

Invest aca, _ Jlectual
prope;?;3 ecordg a _'_ il

make and receiye




Health |_0SS

e Records protec, I health by
documenting your medical conditions and
history.j Thqy Geseniggymedical treatments
and list allegles Medical insurante...—-

records help youl find treatent, even it
you are far frdm home. !




» Certain recordsjpkove your identity and

secure your Figiits.

DRIVER'S
LICENSE

wamer: TC1234561
ISSUED: 11500
DUPLICATE
4 RESIDENT, IDAHO AN
& 1234 ANY STREET
¥ APARTMENT 1234
& ANYTOWN, ID 12345-1234

Huiversity of Fentucky
Community College System

Lesington Conmmunity College

Eric B. Tahes

ihe degres of




Emotional Loss

« The destructionjc family photographs
and documentsy family memorabilia, and
even pet records.cal&reate emotional
traumd that is n@t'easily mneasured;bu
terrible nonethejess.




W_h_ich Records Are Most
I

Driver’s-ticense.
Immunizatior gCC

Insurance recordgl:

Pet records
O-




High-Risk Records

Adoption 45‘:‘?-?-. )

Child su _f ahimony records
Income tax rece -

Leasés F ;
Marriage Certificate

N
Passport \
l e Recent wo Istory

~« Records of dducational attz




Irreplaceable Records
~amily docum




Are You Reg@y for Anything?

.r I-







Custodians of official records are
responsible for safeguarding holdings from

all varieties 0 threats. Preparing for
disasters reg_ I e‘going commitment
. }- . 1 - A
. Reduee pote ntid

R

e Develop a plan factlon 1’@ esponse o=~
disasters. -

To prepare for a dls'aster we mst flrst




FIRE

 Fireisa serious':t gat to records. Even if
records do not ﬁﬂ pletely, heat from the
fire can chaF‘pap dmelt plastic, rendering
paper do;:um nt -:_* | iphi and audio,
video, and compufer té mtelllglb

pressure and ggiantity of water m to
~ extinguish 2 biaze




WATER

 Water distorts;aaper and causes ink and
other media ﬁg, Or even disappear.

]

. Water _r-:ratj". Xl

- iy

work properly. {

hours, SO eves
~requires .‘!




Unfortunately eft |
threat to. rec ‘




Domestic Violence or Terrorism

(
« Destroying govgrimment records is an
effective mean$ of disabling government.




Environmental Hazards

Idity, pollution,
B8LCh as Insects and




Disaster Prevention

» DisasterPreventiontafers to steps you can

take withir 1 YOU zation to protect

your bundmg a d CDIIectl s before a




TO PREVENT FIRE

* Inspect Wirin;: i | arly.

. FoIIO\’Qﬁ ang’ & codes~The
presenc e@fflre alarms, s-ke detectors;

g andasprl kler system




e

TO PREVENT FIRE
 Prohibit smo L—, storage areas.
+ Limit'smal | s ithe collection
storage area. [\

!

F
|
l resistance ratjhg.




TO PREVENT FIRE

* Don’t store reee, ds with chemicals,
cleaning sup Dlfes ofC.

. Keeppr( storag and+olice It

them!




TO PREVENT FIRE

=2 f i

= o
. I\/Iakezl: e youthe -3'5'5 e fire escape-, -
method for allsituations! -




TO PREVENT WATER

DAMAGE
Iﬁ

. Inspect roof ains regularly.

» Install'water detectc .'-'='=--= alarms ™ Mag
thelr Iocations.. 7 -

!
|

e Locate water j
l valves. Ma ei




TO PREVENT WATER

| .L'"t___6 inches off the

=




TO PREVENT THEFT

« Establish securifyiroutines, including an
annual buiId'Ii pection and seasonal

maint?a:. ol

+ Limit unautffdrized a




TO PREVENT THEFT

e Limitthe nu t’* af records a patron may
view at onei '-

.

 Efforts shoulg p employees -

alas ‘arrw.
—— @ .I




Safeguards Against Terrorist

QACLS

* Electromagneti¢ Pulse -- EMP can
serlously_da'ma éctronic devices
connected to poy NCes-or-antennas.
This includes cgmmunication systems;

computers, elegtrical appliafjees, and
automobile orjai raft ignitio systems
The damage cpuld range fronj a minor
Interruption 9 actual burnouf

“Ecompone




Safeguards Against Terrorist
ACLS

« Be aware of teghniqlogy that has non-
electronic cemponents.

. Have-frd(;c_hah'ic. [

the grid.

e Shielding - dncrete shelters nd |

i
-1 ._mn JUTLIL '

protection.




Safeguards Against Terrorist
fACtS

* Identify the I of your records and
store d:}pﬁ’ eeurely as possible at

anoth "9y severat-states

away' |f p055|bl ¥ -

o Security copie
microfilm il
: | - - , '




To Limit the Impact of
Environgaaatal Hazards

e Periodic inspegfion.of records with long
retention Arn a'ade to ensure their

%ali{’i‘%e' - Ftant-for magnetic
data and microffim).” :

« Monitor tempgrature and humjidity to
make sure it ig constant. Gregt

_ fluciuatio _,{_d_l midity andt8mperatt

Injure all mediums of records.




To Limit the Impact of
EnV|ron tal Hazards

 AIr circulation’t ratlon are important

to limit the ___;u and mold.

.f._nghtand
' _g??i'lm to




To Limit the Impact of

EnV|ron pltal Hazards
'|-

—Seal rot s~of

— Con 40 | Ul

_ Coritrol food n'i e :
FO or signs of

oIIections

=




To Limit the Impact of
ENnvironkas tal Hazards

IJ. Il'

2 iy

X Mam?ﬁ est ¢t '
— Avéid chemics "¢~.--




To Limit the Impact of
Environgaaatal Hazards

)
* Records sho 5& be stored in like

series? i . =

+ Paper records sht
folders and plg

Al
rolled.




To Limit the Impact of
Envwon tal Hazards

o Ifthe mac ds are of permanent
value vd.pla ed in acid-free
folde 1 {dy cardboard

he State

l e Papers withi
- folders. Indiyic

extracted.




To Limit the Impact of

Environgaaatal Hazards

» Boxes should.Bg fiHed, but not packed so
tightly th matgrialSare difficult to
remove. ' -————

. Store boxes of

e All records ould be at leastb inches o

i
J U




To Limit the Impact of

Environ E pltal Hazards

* Open space SHe d.be left around shelves
to allow "ﬁ ﬂL Qb

it ?'
e Paper records gid r

handled only yvi

!
I Y
i(_ . e Store e J‘:‘i hQ

neverages, and plants. - --




ussion anc al_i'glreak




Disaster plan

The foundatiorn of sticcessful disaster

respo? nd res
Must be in writig

Must be update i
Must be a livi




Contents of a plan

Prevention an tﬁ%" ection strategies
Communl "} (phone free)
Disast | {iembe

|nStIIU'[IOrT-WId pellectiof Jriorities
Checklist of pre-disaster actipiis.
Instructions fc '

Detailed bui '




Contents of a plan

Resource lists'(heJuding stabilization
areas) . |

&

Acco:‘gf’ hir
Insurance inforrha

Location of keys
locations
Ing sites




Contents of a plan

» Comfort foog ;.__
e Local ' nea: s \Withskkeeze
warehouses; reft hirus




Contents of a plan

Freeze drying.f§
Insurance-repre
Respo s ear




Writing a Plan

» Commupice é&

and ave'mee

aff, security
|§ﬁ't need to




Updatlng your plan

* Should be dog 6

— Update-pe r on
Incyf _

» Incorporate th 7
someone’s jok




Examples of plans

. Bt .
INTRODUCTIO -E "O.DISASTER PLANNING:
http://www.idaba et/IDDISASTER.pdf

CONS . (COOLY:

http://galin pees COt MR e Yt oDiC/disaSTErS

. - g



http://www.idahohistory.net/IDDISASTER.pdf�
http://palimpsest.stanford.edu/bytopic/disasters/�
http://www.ready.gov/business/_downloads/sampleplan.pdf�
http://www.aallnet.org/chapter/seaall/meeting/2006/Institute Disaster Plans Websites.pdf�

Disaster Response Team
Disaster team lgat

Work;é/e
Collections recqve

Subject specighs

 Building recg

b




Disaster Response Team

I:J_ 'i;: =

e Security coord

. L

- Publigzg

e Documentatid |




Disaster Team Leader
Activates the dika ster plan
Coordina_t._'ri' Oyery activities

Consfijg JeSUPeRYises-all-members
of the dlsa ter tgam

Establishes ang oordmaté’s nd mternal
communlcatlnS‘metwork |

Reports to thg dlrector Or govg rnlng body

;_Irf: .




Public Relations Coordinator

» Coordinates allpuplicity and public

relations, meiﬁ

the media andy

——




. Assesses damage tofthe building and systems

» Decides on reco_yér'
the building—" |

» Coordinates with adgninistratsy oT€>'<'téfmgla
: 1

services/supplies/eq
recovery




Administrator/Supplies Coordinator

« Tracks personngélworking on recovery

RV ETIETE e disaster response

SUDPH? S
» Orders/coording ,-;- ipplies, equipment

and services Wit arymembers
e Authorizes expenditures L
with insurancg company

&'l.




Collections Recovery Specialist

« Keeps up to date gnicollections recovery
orocedures - ;

{rehabilitation

Decides overall r
strateg f@f i :;1:-. ¥ :
e Coordinates with ddministrate regarding

collections-relatge 'erV|ces/sup re,g/ equipment,
such as freezingyand vacuum freege drying
services =) y

o Tralns staff ang i WOrkers In recov.y and




Security Coordinator

e ¢ .

 Malintains secugity. of collections,

building, anﬁl’ﬁ during response
and rece\/er -

e OVErsees re spo se to medical

| b "

emergenmes b Y -

QECURITY

j_'[ﬂq_pl!_




Documentation Coordinator

 Maintains a list}of the priorities for
recovery |

o KGEp?Zr- Pt} lECh s de isions
» Maintains a wriften ¢ -'u otograp

record of aII de
Insurance ano




Work Crew Coordinator

« Coordinates thelde -to-day recovery work
of staff and ol* eers, to maintain an

effectiv MOV
» Arranges for- drinkand rest'te

staff, volunteer and other.¥ g{kers

» Keeps track of tif eworkers pend on
recovery work 7] & 17 |

e — "




Technology Coordinator

Assesses dam '?""" 0 technology systems,
Including ha oftware, and
teleco %.ﬂ. UORSass:

Decides on recavery/rehapilitatio

strategies
Sets prioritiesjfok recovery

Coordinates with admlnlstrat r for
external ser ﬂ es/su ies/equh Kpment il

S elated to teént







Salvage Triage

* #1 Salvage atiad costs: unique items that
are difficult orsmpQssible to replace

.."'

o #2 Sal\Jgg . Items, that are
difficult to repl _e or that an be
replicated only@t high cost {™-_

* #3 Salvage ¢ p part of general Llean-up: .
~materials that c \doh '
or cheaply than salvaged .




Re-assessing Priorities During Salvage

i

» Salvage Priopitig

— VuI ki

— Practical cogsiderations and regources
: e p——




Traits of a good disaster plan

Clear, concise} W -organized
Relevant, g 'C
Tallo?g '_
priorites o L
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