DIGB 5

Minutes
October 10, 2018

Introductions: (See Roster for those in attendance)
Presentations: No presentation were delivered.

New Business:

1. Vote to accept Last Meeting Minutes (Gates, Action Item) — The minutes were approved with one
amendment. Chubbuck Fire Chief Merlin Miller requested that the minutes be amended to reflect that
Chubbuck Fire Department did not encrypt their channels, only the Chubbuck Police Department
encrypted their channel. (In later reviewing the published minutes from the August 8, 2018 DIGB 5
meeting, there was no mention of Chubbuck Fire Department encrypting their channels. However, the
clarification is appreciated.)

Old Business:

1. IPSCC (Dayley read the following notes from Chief Gates. There was no further discussion.) — The
IPSCC Meeting was held on Oct 1 in CDA. There was an update on the RFP for a contractor to evaluate
the 911 systems throughout the state. The grant committee recommended and it was approved to
grant $2.7M in grant funds to counties throughout the state. The board approved changing the name of
the FirstNet committee to the Public Safety Broadband/Data Committee (PSB/D) to remove the
appearance of endorsing FirstNet. The Legislative committee reported evaluating the current fee
structure and is considering a change to allow for inflation. They are also evaluating funding for LMR.
The 911 program manager reported that there was new technology being developed that provided
better cell phone location then that provided by the telcos. These services are being developed by
Apple and Google and are proving most accurate. Next meeting is Nov 1, Boise. The PSAP conference
was held immediately following the meeting, and | would encourage agencies make it a point to send
their dispatchers to the excellent training venue. It will be in Boise next year.

2. FirstNet (Brian Shields from IOEM provided an update) — FirstNet is being implemented incrementally.
3. Encryption issues (Dayley read the following notes from Chief Gates) —

Encryption Best Practice Recommendation
Immediate Recommendation (Action ltem):

* Agency Primary Talkgroups - should not be encrypt to allow cross agency monitoring and
support of surrounding agencies. If an agency does encrypt its primary talkgroup it is strongly
recommended that the agency should ensure surrounding agencies are able to monitor their
primary. This requires all agencies have access to encryption key, type of encryption and the
talkgroup is properly slotted.

*  Statewide Slot Assignment Schema - There is currently established a statewide slot schema
designed to deconflict encryption programming. This schema needs to be reviewed by the
technical experts to ensure its validity and then adopted as the standard.

* Agency Specific Talkgroups (Narc, Detectives, SWAT, Etc.) - These talkgroups are agency
specific and intended for internal communications only. The type of encryption used, AES, ADP



or other is up to the agency. The slot assighments need to be deconflicted to prevent disruption
of interoperable talkgroups.

Long-Term Recommendation (Action ltem):

* Slot Migration - Agencies should migrate to the Statewide Slot schema when reprograming
radios in the future.

* Interoperability Encrypted Talkgroups - Following the current statewide interoperability
talkgroups model, OPS, REG & EVENT format. An Interoperability Encrypted Talkgroup(s) should
be added. For example, 1B-OPS-16E, R3-REG-16E, EVENT-16E, could be designated as encrypted
talkgroups.

* Encryption Standards - Encrypted interoperable Talkgroups should utilize P-25, AES,
encryption to ensure interoperability amongst all agencies. The sub-committee has met once.
They will meet again on August 30, 2018 at 10:00 am at the Bannock County Sheriff’s Office.

The DIGB passed a resolution to endorse the concepts presented by the Encryption Subcommittee.
Kendall Anderson agreed to supply the recommended slot schema to the DIGB so that the details could
be evaluated. (The slot schema will be sent with these minutes.)

4. Enabling Resolution and C&BL (Dayley read Chief Gates’ notes) — Enabling resolutions have been
received by Butte, INL, and Sho-Ban Tribes.

5. NG911 Federal Grant Program Opens (All, Discussions & Updates) — Butte County will be submitting a
proposal for a grant.

5. Other Interoperability Issues (All, Discussion and Update) — INL will be turning up their wireless sites,
which will affect how 911 calls are routed. INL will send out letters to the counties affected. The entire
process will take approximately six months.

Open Discussion:
Iltem 1 — no discussions.
Agency Reports:

Bannock County 911 —They is in the process of upgrading their dispatch center to move closer to Next
Gen 911. They have contracted with West, which is a true text to 911 provider.

Butte — They are working on a 911 integration and deconfliction system with INL. They are also working
on tactical communications and testing text to 911 capabilities. They are in need of six to eight
handheld radios. If anyone has any surplus handheld radios, Butte would be interested in them.

Caribou County FD — They are finalizing their agreement with Ada County so that they can stay on the
master site. They are starting text to 911 capabilities.

INL — One of their microwave sites took a hit and is down. It impacts the 10BSO talk group.

Next Meeting: December 12, 2018 at 1:30 pm at the Bannock County Sheriff’s Office
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